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Introduc tio n 

The purpose of this manual is to explain the organization model used by Q-flow 3.0, and the tool which 
allows it to be modified. 

Org aniza tion of this  manual  

This manual has two parts. The first part explains the organizational model used by Q-flow 3.0 and the 
concepts that this model uses. The second part explains the functioning of the Organization Model 
Manager, which is the tool which allows you to modify the  
Q-flow 3.0 organizational model. 
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The Organizational Model  

This section describes the organizational model, the elements that make it up and some concepts that 
are needed to comprehend it. 
 

Element s of the Organizational Model  

 
The Q-flow organizational model manages three types of elements: 
 

 Nodes 

 Groups 

 Users 
 

Nod es 

 
Nodes are useful for organizing in hierarchical form the organizational modelôs structure. There is a node 
which is the root of the structure. A node can contain groups and users, and it can also contain other 
nodes. A node is a container of other elements, and the set of nodes form a hierarchy structure similar 
to the structure of folders that is used to organize the files of a compute. The Organizational Model 
Manager shows that hierarchy structure. 
 
Just as with folders, nodes have names which allow them to be identified. Besides, nodes have security 
properties which allow you to define who can see them or modify them, and in what way they may do so. 
 

Gr oup s 

 
Groups are collections of users that share certain properties. Aside from containing users, a group can 
contain other groups. 
 

Us ers  

 
Users represent the Q-flow users. A user can be a member of several groups, but cannot be in more 
than one node. It is possible to import users and their data from Active Directory. 
 

Important concepts  

 
Below is an explanation of the security role and manager concepts, which are necessary for 
understanding some parts of the rest of this document. 
 

Security roles  

 
Security roles can be linked to the organizational modelôs elements. Security roles are linked to nodes, 
groups and users, and are useful for grouping permissions. The fact that a node my have a certain role 
means that the members of that node have the permissions that are associated with that role. For 
example, if a node has among its roles a role called ñEditorò, and that role has permission to edit the 
node, all the users and groups that belong to that node can edit it. 
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The Organization Model Manager allows you to add, modify and delete security roles, and define, for 
each element, which roles are related to it. 
 
Security roles should not be confused with process roles, which are a way of abstracting the tasks of a 
process from the users who are performing them, and which are defined in the business process 
designer. 
 

Managers  

 
The concept of manager of users is the same as the concept of manager in Q-flow 2.3. It is a special 
role that can be carried out by a user or a group, and which allows hierarchy relationships to be defined 
within the organizational model. Managers can be selected as addressees of alerts for workflows which 
are waiting for actions to be carried out by their subordinates. Furthermore, in the Q-flow personal site 
there is an option which allows one to see the tasks of users who are managed by a certain user. 
 

Dif ferences with  Q-flow 2.x  

 
Unlike Q-flow 2.x, Q-flow 3.0 does not handle in its organizational model the concepts of organization 
roles (sometimes called ñpositionsò) and work queues. 
 
Q-flow 3.0 handles the concept of packages, which is similar to the folders concept. A package can 
contain several elements, amongst them being templates, roles and other packages. Since a package 
that is within another package inherits the elements of the package containing it, a defined role in a 
package can be used for templates contained within it, and can furthermore be used for templates that 
belong to packages that are further down in the hierarchy. That being so, if a role is defined in the root 
package, it can be used in any template, and in practice fulfills the same function that was fulfilled by the 
organizational roles in Q-flow 2.x. 
 
On the other hand, Q-flow 3.0 roles can be carried out by many users, which is why they also fulfill the 
same functions as the work queues from Q-flow 2.x. 
 
For more information about packages, templates and roles, see the business process designer manual. 
 

The Organization Model Manager  

The Organization Model Manager is the tool which allows you to modify and maintain Q-flowôs 
organizational model. 
 

General description of the tool  

 

Figure 1 shows the Organization Model Managerôs main panel, and shows what icons represent nodes, 
users and groups. 
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Figure 1 Main screen of the Organization Model Manager 

 
Figure 1 shows on the left hand side of the screen a hierarchy tree which represents the structure of the 
organizational model, and that is composed of nodes. The right hand panel shows the groups and users 
that belong to the node that is selected in the tree. 
 
In the upper part of the tree there is a tool bar. Figure 2 shows the elements of this bar, and describes 
what functions they fulfill. 
 

 
Figure 2 Node tree toolbar 

Below is a description of the operations mentioned in the previous figure: 
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 Create a new node: creates a new organizational node. When a user clicks on this icon, Q-flow 
shows a window which allows them to enter the name of the node and a description (see Figure 
3). 

 Remove selected node: remove the selected node. It may occur that Q-flow cannot remove a 
node because the node is being used. In this case, Q-flow will show a message.  

 Import node from file: imports a node (that is, the whole branch defined by the node) that had 
been exported in another environment, and puts it inside the selected node. When elements are 
imported whose identifiers coincide with those of existing elements, they are updated with the 
imported data. If they are in a node different from the selected node, they are moved to it. 

 Export node to a file: exports the branch defined by the selected node. This file may be used 
later to import the exported branch in a different Q-flow environment. In addition to the selected 
node and its contents (descendant nodes, users, groups), all security providers, calendars and 
security roles are exported. 

 See the history of the selected node: shows a window with a list of all changes that have 
been carried out for the node, along with the dates in which they were made and the name of 
the user who made them (see Figure 5). 

 Refresh tree: reloads the node tree, causing it to reflect the modifications made in other 
computers since the last time it was loaded. 

 Modify properties of the selected node: shows a window which allows you to modify the 
selected nodeôs properties. 

 Search for element: searches the tree for an element. When a user clicks on this button, Q-
flow shows a window like the one in FIGURE. To search for an element by its name, write the 
name in the text box corresponding to the name and click on ñNextò. Q-flow will search and mark 
the first element found that meets the criterion. Si you click on ñNextò again, Q-flow will mark the 
following element that meets the criterion, and so forth. It is possible to search for users by 
logon too. 

 

 
Figure 3 Creating a node 
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Figure 4 Search window 

 
Figure 5 Node history 

In the upper part of the panel there is also a toolbar. Figure 6 shows the elements of this bar, and 
describes their functions: 
 

 
Figure 6 Panel toolbar 

Below is a description of the options mentioned in the figure: 
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 Show users: shows or hides the users. If the button is activated (in the figure it is activated) 
they are shown, Otherwise, they are hidden. 

 Show groups: shows or hides the groups. 

 Filter by name: allows a small text to be written and filters the users and groups according to 
this text, showing only those users and groups whose names begin with that text. 

 Visualization options: allows you to modify the way in which Q-flow shows the users and 
groups. The options are similar to those offered by Windows for viewing the files of a folder, and 
are as follows: 

o Tiles: this is the default option, and is shown in Figure 1. It shows the groups and users 
in a list of large icons. In addition to the name of each user or group, it shows its state 
(enabled or disabled). 

o Icons: shows the users and groups as large icons, one next to the other. In addition to 
the icon, it only shows the name of the user or group. 

o List: shows the users and groups as a list of small icons. This allows one to see more 
users and groups in the same amount of space. 

o Details: shows the users and groups as a list of small icons, and also shows the 
description and the state (enabled or disabled) for each user or group. 

 Create user: creates a new user. When you click on this icon, Q-flow shows a window which 
allows you to enter the new userôs name and description. 

 Create group: creates a new group. When you click on this icon, Q-flow shows a window which 
allows you to enter the new groupôs name and description. 

 Delete selected user or group: deletes the selected group or user, unless it is being used. In 
this case, Q-flow will show an error message. 

 Refresh panel: reloads the users and groups, causing the panel to reflect modifications carried 
out in other computers since the last time it was loaded. 

 View the selected user or groupôs properties: shows a window which allows you to modify 
the properties of the selected user or group. 

 

Context  menus  

 
The Organization Model Manager allows you to perform some of the operations available in the tool bar 
through context menus. To open a context menu, right-click on the element on which you wish to carry 
out an operation. For example, to create a node in the tree, click on the node you want to contain the 
new node.  
 
The treeôs context menu also appears if you right-click on any part of the area where the tree is located. 
In that case, Q-flow supposes that the selected node is the root node. If you create a new node this way, 
Q-flow will create the new node within the root node.  
 
The same happens with the context menus for group and user panels, but in that case, Q-flow does not 
consider there to be a selected group or user, and only the options that do not apply to any user or 
group in particular will have effect. These are the options ñNewò and ñRefreshò.  
 
Figure 7 shows the hierarchyôs context menu. Figure 8 shows the contextual menus for groups and 
users. 
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Figure 7 Node tree context menu 

 

Figure 8 Group contextual menu (left) and user contextual menu (right) 

A description of the operations of the contextual menus follows: 
 

 New organization node..: creates an organizational node inside the node you clicked. 

 New 
o User: creates a new user inside the selected node. It works even if you right-clicked on 

the panel. In this case, the selected node is the one that had been selected before, i.e. 
the one whose elements are being shown in the panel. 

o Group: creates a group inside the selected node. It works even if you right-clicked on 
the panel. In this case, the selected node is the one that had been selected before, i.e. 
the one whose elements are being shown in the panel. 

 Delete: deletes the selected element. 

 References: shows the elements that reference the selected object, including templates roles, 
security roles, nodes, groups and security definitions (Figure 9). For example, if a user is a 
member of a group, when viewing that userôs references, this group will be shown. 

 Send notifications: allows one to resend to a user messages corresponding to his active tasks. 

 Refresh: updates the screen with the latest changes. 

 Import data from AD: allows one to load a userôs data with data imported from Active Directory. 
More details on this functionality can be found at ñImporting user data from Active Directoryò. 

 Properties: shows the selected elementôs property window. 
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 Enable users: enables all selected users. 

 Disable users: disables all selected users. 
 

 
Figure 9 References to a user 

 

Node  properties  

 
To modify a nodeôs properties, click on the corresponding button on the toolbar (see Figure 2) or select 
the option ñPropertiesò from the contextual menu. Q-flow will display the screen shown in Figure 10: 
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Figure 10 Node properties 

The window divides the nodeôs properties into four groups: 
 

 General: name and description of the node. 

 Roles: allows you to add or remove security roles to the node, so that it is associated with them. 

 Properties: allows you to see and modify the nodeôs extended properties. Extended properties 
are not defined in Q-flow. They are properties defined by your organization so that they 
complement the properties included in the product. 

 Manager: shows the list of users and groups that act as the nodeôs managers, and allows the 
list to be modified. 

 Security: allows you to specify which users, groups and security roles have permissions for a 
node, and what these permissions are. 

 

Gene ra l  

These are the same properties as those that can be modified when a node is created: 

 Name: it is the name that appears next to the node in the tree. In Figure 10, the name is 
ñOperationsò 
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 Description: a brief description of the node. 

 Enabled: allows you to enable or disable the node. 

 LDAP path: the LDAP path to the corresponding node in Active Directory. Defining this path 
makes it possible to synchronize the nodeôs data with the data stored in Active Directory without 
the need of specifying each time which Active Directory node corresponds to this node. It is 
sufficient to specify this path, which is stored by Q-flow, and Q-flow will use it to perform the 
synchronization (see ñSynchronize with LDAPò). To choose this path: 

o Click on ñBrowseò. This causes Q-flow to open a window like the one shown in Figure 
11. 

o Select the domain you want, in the list that appears to the left of the ñLoadò button, and 
click on that button. This will load the list that appears in the lower part of the window 
(Figure 12). The window shows Active Directory organizational units, and allows you to 
select one of them, or a group. To view a group, open the organizational unit that 
contains it (Figure 13). 

o Select from the list the element you wish to associate to the node you are modifying and 
click on ñOKò. You may select a group or a node from Active Directory. 

 

 
Figure 11 Selecting a node's LDAP path 
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Figure 12 Active Directory explorer with loaded data 

 

Figure 13 An open organizational unit with all its groups 
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Prope rt ies  

The ñPropertiesò tab shows the nodeôs extended properties. For more information on extended 
properties, see ñExtended propertiesò. 
 

Roles  

The roles tab (see Figure 14) allows security roles to be added to and removed from the node. 
 

 
Figure 14 Window with the roles of a node 

To add a role to a node: 
 

1. Click on the button ñAddéò Q-flow will display a window similar to the one shown in Figure 15. 
2. Select the role you wish to add. 
3. Click on ñOKò. 
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Figure 15 Window for selecting the role to be added to the node 

To remove a role, select it and click on ñRemoveò. Note that this does not delete the role. It only 
removes it from the role list of the node that is being modified. 
 

Ma nagers  

The managers tab (see Figure 16) allows users and groups to be added to or removed from the nodeôs 
list of managers. 
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Figure 16 Window that allows managers to be added or removed 

To add a manager: 
 

1. Click on the button ñAddéò Q-flow will display a window similar to the one shown in Figure 17. 
2. Select the user or group you wish to add as a manager. It is possible to select several users or 

several groups by holding down the ñControlò key while the selection is made. 
3. Click on ñOKò. 
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Figure 17 Window allowing users and groups to be chosen and added as managers 

Securi t y  

The security tab (see Figure 18) allows you to define who has permissions to perform operations on the 
node, and what those permissions are. The entities that may be related to permissions for a node are 
the users, groups and security roles. 
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Figure 18 Security settings for a node 

To add a user, group or security role to the group of entities that has permissions over nodes: 
 

1. Click on the ñAddéò button. Q-flow will display a window similar to the one shown in Figure 19. 
2. Select the entity you wish to add. By default, the window shows users, but the window can be 

made to show roles or groups by changing the selection where it says ñRole typeò. In Figure 19, 
the checked option is ñGroupsò, and therefore the window shows groups. 

3. Click on ñOKò. 
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Figure 19 Window for adding a role, group or user 

Once the users, roles and groups have been added, you may define which permissions each one of 
them will have. This is done by checking ñAllowò or ñDenyò next to each permission that appears in the 
lower part of the screen.  
 
The possible permissions are: 
 

 View item: allows the node to be seen, but not modified. 

 Edit item: allows the node to be modified 

 Create item: allows nodes to be created within the node. 

 Delete item: allows the node to be deleted. 

 Audit item: allows auditory information about the node to be visualized. 

 Manage security: allows permissions on the node to be added and modified for users, groups, 
or roles. 
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Group Properties  

 
To modify the properties of a group, click on the corresponding button from the tool bar (see Figure 2) or 
select the option ñPropertiesò from the contextual menu. Q-flow will display the screen shown in Figure 
20: 
 

 
Figure 20 Group properties 

The window divides a groupôs properties into six groups: 
 

 General: name and description of the group. The ñEnabledò checkbox allows you to enable or 
disable the group. 

 Properties: allows you to see and modify the groupôs extended properties. 

 Members: allows you to add or remove users and groups to the group. 

 Member of: shows the groups to which the group being edited belongs. 

 Roles: allows security roles that are associated to the group to be added or removed. It works in 
the same manner as the ñRolesò tab of the node properties window. 
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 Managers: shows the list of users and groups that act as the groupsôs managers, and allows 
the list to be modified. It works in the same manner as the ñManagersò tab of the node 
properties window. 

 Security: allows you to specify which users, groups and security roles have permissions over 
the group, and what those permissions are. It works in the same manner as the ñSecurityò tab of 
the node properties window. 

 

Gene ra l  

The general properties are: 

 Name: it is the groupôs name. This is the name Q-flow displays next to the icon that represents 
the group. In Figure 20, the name of the group is ñgrupoxò. 

 Description: a brief description of the group. 

 Enabled: checking or unchecking this box enables or disables a group. A disabled group is not 
taken into consideration by Q-flow, but can be re-enabled. 

 LDAP path: the LDAP path corresponding to the group in Active Directory. Defining this path 
makes it possible to synchronize the groupôs data with data stored in Active Directory without 
the need of specifying each time which element in Active Directory corresponds to this group. It 
is sufficient to specify this path, which is stored by Q-flow, and Q-flow will use it to perform the 
synchronization (see ñSynchronize with LDAPò). The procedure for modifying it I the same as 
the procedure for modifying the LDAP path of a node, which is described above. 
 

Prope rt ies  

The ñPropertiesò tab shows the groupôs extended properties. For more information on extended 
properties, see ñExtended propertiesò. 
 

Me mbers  

The members tab shows the users and groups who are members of the group, and allows more 
members to be added, or members to be removed. Figure 21 shows the members tab. 
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Figure 21 Members of a group 

To add a member to a group: 
 

1. Click on the ñAddéò button. Q-flow will display a window similar to the one shown in Figure 17, 
which allows users or groups to be chosen. 

2. Select the user or group you wish to add as a member. It is possible to select several users or 
groups by holding down the ñControlò key while making the selection. 

3. Click on ñOKò. 
 

User Properties  

 
To modify a userôs properties, click on the corresponding button from the toolbar (see Figure 2) or select 
the option ñPropertiesò from the contextual menu. Q-flow will display the screen shown in Figure 22: 
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Figure 22 A user's properties 

The window divides a userôs properties into seven groups: 
 

 General: contains the properties that identify the user and make it possible to enable and 
disable it. 

 Configuration: allows you to define the userôs credentials and calendar. 

 Notifications: contains the userôs mail options, used to send them notifications. 

 Properties: allows the userôs properties to be added. 

 Substitutes: allows userôs substitutes to be defined. 

 Member of: shows the groups to which the user belongs. 

 Roles: allows security roles that are associated to the user to be added and removed. It works 
in the same manner as the ñRolesò tab of the node properties window. 

 

Gene ra l  

The general properties are: 

 Name: it is the userôs name.  

 Description: a brief description of the user. 

 Instant messaging address 



Q f 3 0 4 0 0 5 E N G  O r g a n i z a t i o n a l  M o d e l  v 1 . 0  

 

27  

 LDAP path: this is the LDAP path corresponding to the user in Active Directory. Defining this 
path makes it possible to synchronize the userôs data with the corresponding data in Active 
Directory without the need of specifying each time which Active Directory element corresponds 
to this user. It is sufficient to specify this path, which is stored by Q-flow, and Q-flow will use it to 
perform the synchronization (see ñSynchronize with LDAPò). The procedure for modifying it is 
the same as the procedure that makes it possible to import the userôs data (see ñImporting user 
data from Active Directoryò). The windows that appear are the same, and you must select a user 
from Active Directory. The difference is that, at the end of the process, the userôs data are not 
imported, but the userôs LDAP path is changed. 

 Enabled: checking or unchecking this box enables or disables the user. A disabled user is not 
taken into consideration by Q-flow, but can be re-enabled. 

 

Conf ig ura t io n  

The configuration tab (Figure 23) has the following properties: 
 

 Security Provider: the security provider that authenticates the user (for example, the Windows 
domain). 

 Login name: the userôs user name. 

 Calendar: the calendar that defines the userôs working hours. Different users can be managed 
by different calendars. It is useful, for example, in the case of organizations with subsidiaries in 
several different countries that have different working hours and holidays. 

 

 
Figure 23 User configuration 
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Not i f ica t ions  

The notifications tab (Figure 24) allows the mail options to be configured. 
 

 
Figure 24 Mail options 

The mail configuration presents four non exclusive options for sending mail: 
 

 SMTP sender: if this option is checked, the SMTP mail engine will send the notifications. 

 MAPI sender: if this option is checked, the MAPI (Exchange) mail engine will send the 
notifications. 

 Extended MAPI sender: if this option is checked, the Extended MAP mail engineI will send the 
notifications. The extended MAPI engine allows embedded HTML to be sent, and therefore 
messages sent this way can be visualized correctly from any clientôs mail. This is not possible 
with the common MAPI engine. 

 
For each one of the previous options, there are also several ways to send mail: 
 

 HTML Frame: does not send the entire message, but rather sends a message which, when 
opened by certain mail clients (for example, Outlook Express), causes the mail recipient to 
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navigate to a server page. This page contains the message body. This option is not available for 
the MAPI engine. 

 HTML Link: Q-flow sends an HTML formatted message which has a link to a page that contains 
the message body. This option is not available for the MAPI engine. 

 Text Link: this option is similar to the previous one, but the message is sent without HTML 
format, like a plain text with a link that can be recognized by some mail clients (for example, 
Lotus Notes). 

 Xml: this option sends the message as an XML document that can be interpreted by some 
applications. 

 

Prope rt ies  

The ñPropertiesò tab shows the userôs extended properties. For more information on extended 
properties, see ñExtended propertiesò. 
 

Subst i t ut io ns  

The substitutions tab (Figure 25) allows a userôs substitutes (replacements) to be defined for certain 
periods. This way, if a user is on vacation, a substitute can be defined for the period in which the user is 
absent, and Q-flow will send the substitute all the messages that originally were addressed to the user. 
Thus, the substitute can carry out all of the Q-flow tasks of the replaced user. 
 

 
Figure 25 Substitution definition window 
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To add a substitute: 
 

1. Click on the ñAddéò button. Q-flow will open a window like the one shown in Figure 26. 
2. Select the user who will be the substitute, the date the substitution will start and the date the 

substitution will end. To select the user who will be the substitute, click on the ñSelectò button.  
Q-flow will open a window that allows a user to be selected, but also allows a group to be 
selected. If a group is selected, all the members of the group can act as substitutes. 

3. Click on ñOKò. 
 

 
Figure 26 Add substitute 

It is possible to add several substitutes. 
 

Importing users from the Active Directory  

 
Q-flow can import users from Active Directory. To import users to a node, do the following: 
 

1. Right-click on the node where you wish to import the users and select from the contextual 
menu the option ñImport users from ADò. Q-flow will show a window like the one that 
appears in Figure 27. 

2. Near the upper left hand corner of the window opened by Q-flow, there is a list that shows 
the available domains. Select the desired domain and click on ñLoadò. This causes Q-flow to 
show this domainôs nodes (Figure 28). 

3. Select the node that contains the users you wish to import. When selecting a node with 
users, the list of users is shown in the panel on the right. By default, when a node is 
selected, all users of that node are selected. You may select users individually with the 
mouse, or select several users by holding the Ctrl key and clicking on the users you wish to 
select. In the lower part of the window is the following option: 

a. Update user if it already exists:  check this option if, in the case of users from 
Active Directory that already exist, you only want to update their data, insted of 
creating new Q-flow user accounts. 

4. Click on ñOKò. 
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Figure 27 Active Directory node importer 

 
Figure 28 Active Directory node importer with a loaded domain 


